
 

 

 

 

 
 

 
 

Springfield Junior School 
 

Online Safety Policy 

 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Prepared by 

 

Daniel Jones, Assistant Head 

Approved by the 

Committee/Governing body 

 

Summer 2018 

Review date 

 

Summer 2019 



“All school and college staff have a responsibility to provide a safe environment in which children can learn”. 

 
(Keeping Children Safe in Education Sept 2016) 
 
Writing and reviewing the Online Policy 
 
• The Online Safety Policy relates to other school policies including Acceptable Use Policy for ICT/staff, 
Acceptable Use Policy for ICT/pupils, Staff Code of Conduct and the school Safeguarding Policy. 
• Our Senior Designated Lead for Safeguarding is Mr Michael Lynch (Headteacher). 
• Our Alternate Senior Designated Leads for Safeguarding are Mrs Louise Everitt (Deputy Headteacher), Mrs 
Kim Cook and Mr Daniel Jones (Assistant Headteachers). 
• Our Online Safety Lead is Daniel Jones (Assistant Headteachers) 
• Our pupil ‘E-Safety Squad’ meets once a week and takes an assembly every ½ term. 
• Our 1st Named Safeguarding Governor is Mr Paul Aldous. 
• Our 2nd Named Safeguarding Governor and Chair of the Governing Committee is Mrs Renée Wright 
• This E-Safety Policy has been developed with consultation from school staff, agreed by senior management 
and approved by governors. 
 
Internet use will enhance learning 
 
Pupils will be taught what internet use is acceptable; what is not acceptable; and be given clear objectives for 
internet use. They will also have a programme of training relating to internet safety (Online Safety) and its 
appropriate use in school. Aspects of Online Safety (e-bullying/ cyber-bullying) are also addressed in the PSHE 
curriculum. 
 
Pupils will be educated in the effective use of the internet in research; including the skills of knowledge location, 
retrieval and evaluation. 
Pupils will be shown how to publish, and safely present, information to a wider audience. 
Pupils will be taught about safer use of new technologies as they arise. 
 
Pupils will be taught how to evaluate internet content 
 
The school will regularly advise staff to ensure that the use of internet-derived materials complies with copyright 
law. Where appropriate, this skill will be taught to pupils in Key Stage 2. 
Pupils will be taught the importance of cross-checking information before accepting its accuracy. 
Pupils will be taught how to report unpleasant internet content. 
 
Managing Internet Access 
 
Information system security 
 
The school’s internet access is designed expressly for pupil use and will include filtering by our service provider. 
 
If staff or pupils come across unsuitable on-line materials, the site must be reported to the Online Safety Leader. 
(See  Appendices 1 and 2). 
 
Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, 
effective and reasonable. Any member of staff finding any areas deemed inappropriate should inform the E Safety 
Leader and the Senior Designated Safeguarding Lead so they can be recorded and reported to the ICT 
Technician/internet provider for blocking. School ICT systems security will be reviewed regularly. 
Virus protection will be updated regularly.  
 
  



E-mail 
 
Pupils may only use approved, school-provided e-mail accounts on the school system. 
 
Pupils will be enrolled to on-line sites to allow for use of software (for example Accelerated Reader in literacy), 
website design and other ICT skills, the ICT lead and Systems Technician will keep a full record of all sites used by the 
school and those children registered to individual sites. 
 
Pupils must immediately tell an adult in school if they receive offensive e-mail. 
 
As part of Online Safety training: during e-mail communication, pupils must not reveal their personal details or those 
of others, or arrange to meet anyone without specific permission from their adults at home. 
 
Incoming e-mail should be treated with caution and attachments not opened unless the author is known. 
 
Published content and the school web site 
 
Staff or pupil personal contact information will not be published. The contact details given are to the school via 
general email and telephone contact information. The headteacher will take overall editorial responsibility and 
ensure that content is accurate and appropriate. 
 
Publishing pupil’s images and work 
 
As part of Online Safety training, the school will not publish pupils’ full names anywhere on a school Web site or 
other on-line space in association with photographs. 
 
On admission, parents are asked to sign an agreement, part of which relates to permission for photographs to be 
published on the school website. 
 
Pupil’s work may be identified on the website by the first name of the child, following by surname initial and class. 
 
Social networking and personal publishing 
 
As part of Online Safety training, pupils will be advised never to give out personal details of any kind which may 
identify them, their friends or their location. 
 
Pupils will be advised that the use of social network spaces outside school brings a range of dangers for primary-aged 
pupils. Parents will also be directed to appropriate advice on this matter via the school website. 
 
Pupils will be advised to use nicknames and avatars when using social networking sites. 
 
 
GDPR 
 
Springfield Junior School is the ‘data controller’ for the purposes of data protection law. Please refer to the school 
Data Protection Policy and Privacy Notices for more information. Our data protection officer is Daniel Jones, 
Assistant Head. 
 
Memory Sticks 
 
Staff are provided with password protected, encrypted  memory sticks for the safe storage of personal information. 
 
 
Authorising Internet access 
All staff must read and sign the Acceptable Use Policy - Staff before using any school ICT resource. 
 
Parents will be asked to sign and return a Pupil Acceptable Use form. 



 
Assessing risks 
 
The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the 
international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will 
never appear on a computer connected to the school network. Neither the school nor SCC can accept liability for any 
material accessed, or any consequences of Internet access. 
 
Handling Online Safety complaints 
 
Complaints of internet misuse will be dealt with by the Online Safety lead in consultation with the Designated 
Safeguarding Lead. 
Any complaint about staff misuse must be referred to the Online Safety lead. 
 
Complaints of a child protection nature must be dealt with in accordance with school child protection procedures. 
(See  Appendices 1 and 2). 
 
Online Safety Training 
A programme of training in Online Safety will be developed, based on the materials from CEOP. Online Safety 
training will be embedded within the curriculum. 
 
Staff and the Online Safety policy 
All staff will have access to the School Online Safety Policy and its importance explained. 
 
Staff must be informed that network and internet traffic can be monitored and traced to the individual user. 
 
When staff are accessing the internet they will use the E2bn filtered pupil log-in when accessing the web with pupils 
- where the sites have not been recently checked prior to use with pupils. This is due to the lower security setting for 
adults in relation to that for pupil log-ins. 
 
It is unacceptable for staff to communicate with students via mobile phone or other electronic communication other 
than approved school business. Approval to use this form of communication must be first gained from the 
headteacher. 
 
Enlisting parents’ and carers’ support 
 
Parents’ and carers’ attention will be drawn to the School’s Online Safety Policy in newsletters and on the school 
Web site. 
 
The school will ask all new parents to sign the Pupil Acceptable Use Agreement when they register their child with 
the school. 
 
 
Online Safety Squad 
 
The Online Safety lead will run an ‘Online Safety Squad’ club who will meet regularly and act as ambassadors across 
the school. 
 
 
 
 
 
  



Appendix 1 
 

Springfield Junior School 
 

Response to Online Safety incidents (intentional and non-intentional) Pupils 
 
At this school we take the matter of computer misuse very seriously. This flow chart has been designed to 
provide guidance for staff and assure parents that best care is taken to avoid any possible Online Safety 
incidents and where these are identified the method of dealing with them. 
 
 

 
 
Please note: If a pupil confides in you relating to a misuse of school IT equipment or because they are 
worried by something they have seen on a computer screen it is your responsibility to action the above 
steps. 
 
 
  



Appendix 2 
 

Springfield Junior  School 
ICT Misuse - Staff 

 
At this school we take the matter of computer misuse very seriously. This flow chart has been designed to 
provide guidance for staff and assure parents that best care is taken to avoid any possible misuse incidents 
and where these are identified the method of dealing with them. Staff in the context of this diagram includes 
anyone volunteering at school, students and supply teachers. 
 

 
 
  

Inform Online Safety-Lead and Headteacher 



Appendix 3 
 
 
The Designated Safeguarding Lead is Michael Lynch, Headteacher.  

 

If he is not available then the Designated Safeguarding Lead Alternate is Louise Everitt, Deputy 

Headteacher who can also be contacted with any safeguarding concerns.  

 

Kim Cook and Daniel Jones (Assistant Headteachers) are also trained as Designated Safeguarding Lead  

Alternates and can also be contacted with any safeguarding concerns, as is Lisa Turner-Smith, our Family 

Support Worker. 

 

The named safeguarding governor is Renée Wright (who can be contacted via the school office). 

 

The Chair of Governors is Paul Aldous (who can also be contacted via the school office). 

 

The Online Safety Lead is Daniel Jones  

 


